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* * * First Change * * * *
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Auto-receive: A mechanism where data smaller than a configured size threshold are delivered to the receiving MCData client(s) from the MCData server i.e. without waiting for the receiving user to indicate a present need for the data.

Conversation identifier: A universally unique identifier that identifies a series of related MCData transactions.

Data stream: A sequence of data that is agnostic to any underlying media (e.g. audio, video, telemetry data), on which processing of data (e.g. semantic, syntactic, save or filter operation) can begin before all the content is received.
FD disposition: is one of "not downloaded" and "download completed".
MCData client: An instance of an MC service client that provides the client application function for the MCData service.
MCData group: An MC service group configured for MCData service.
MCData group affiliation: An MC service group affiliation for MCData.

MCData group communication: A one-to-many communication using an MCData service.

MCData group de-affiliation: An MC service group de-affiliation for MCData.
MCData ID: An instance of an MC service ID within the MCData service.
MCData server: An instance of an MC service server that provides the server application function for the MCData service.
MCData service: A data communication service comprising at least one underlying generic capability (e.g. SDS, file distribution, data streaming) with strong security, high availability, reliability and priority handling to support applications for mission critical organizations and mission critical applications for other businesses and organizations (e.g. utilities, railways).
MCData UE: An MC service UE that can be used to participate in MCData services.

MCData user: An MC service user who is authorized for MCData services suite via an MCData UE.
Object: An MCData communication information (such as a message or a file) that is stored in the MCData message store with its relevant information (such as information elements associated with the message/file and other metadata etc.).
Object identifier: A unique identifier that identifies an object stored in the MCData message store.
Reception control: A mechanism that allows the MCData service to regulate data reception to the receiving MCData clients.
Reply identifier: A reference to the original MCData transaction to which the current transaction is a reply.
SDS data: A payload with limited size and variable content type used in SDS transactions.

SDS disposition: is one of "undelivered", "delivered" and "read".

Standalone communication: A unidirectional one-to-one or group data communication completed after one transaction.
Transaction identifier: A unique identifier that identifies a MCData transaction within a conversation.

Transmission control: A mechanism that allows the MCData service to regulate data transmission requests from the sending MCData users, either prior to or after active sending from the MCData UE.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.280 [2] apply:

Mission Critical

Mission Critical Applications

Mission Critical Service

Mission Critical Organization

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.282 [3] apply:
MCData system
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.280 [5] apply:
MC service client
MC service group
MC service group affiliation

MC service group de-affiliation
MC service ID

MC service server
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.203 [14] apply:

Dynamic PCC rule
* * * Second Change * * * *
5.10
MCData message store 

MCData message store is used by MCData users to store their MCData communications permenantly; it shall provide  secured storage area for each authorized MCData user as a user account and identified by the MCData user’s MCData ID. The MCData message store shall allow only authorized MCData user to access the storage area that he is authorized to access. A user (i.e. a dispatcher) other than the user account holder shall be able to access the acocunt holder’s storage area if authorized.
During an active MCData communication, the participating function on the MCData server of a MCData user participant shall deposit messages and files exchanged in the conversation to the MCData user’s storage area in the MCData message store. When depositing the MCData communication into the MCData message store, if no such MCData user account is available on the MCData message store the MCData server shall create the user’s account first and then deposit the MCData communications. The MCData message store shall support user account creation and deposit MCData communications operations from the MCData server after successful authentication and authorization. The MCData message store shall support the message store client to retrieve, update, delete, search and synchronize MCData communications stored in the MCData message store, after successful authentication and authorization.
All messages and files exchanged in an active MCData communication shall be stored as objects in the MCData message store. A stored object shall contain the following information:

1. The relevant information elements (such as sender address, recipient address, Conversation id, time stamp etc.) of the stored object,

2. Content type (message or file),

3. The message or file itself,

4. The other metadata (such as "seen", "received by", "read by" or "downloaded by" etc.) of the stored object.

Editor’s Note: It is FFS if the details of the relevant IEs and other metadata need to be defined as normative text.
* * * Third Change * * * *
7.13
Operations on MCData message store
The MCData message store allows an MCData user to deposit his MCData communication information (i.e. messages or files) securely and permanently for later retrieval. During an active MCData communication, a message or a file with its associated information (i.e. the relevant information elements such as conversation identifier and metadata) is deposited as an object in the MCData message store with an object identifier; this object identifier allows a direct access to that object. The objects in the MCData message store are managed from both the MCData server and the message store client. 
Each MCData user is allocated a dedicated and secured storage area (i.e. with a user account) in the MCData message store. All MCData communications of a MCData user can be stored in his dedicated storage area. The access to this secured storage area is only be possible after the successful authentication and authorization procedures. A message store client can create a local copy of the stored objects in the device by synchronizing with the MCData message store for the MCData user using the device.
7.13.1 
MCData message store structure

MCData message store supports a tree like architecture to securely store MCData communications for the MCData users. Figure 7.13.1 below illustrates the high-level structure of a MCData message store:
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Figure 7.13.1 Message store structure
As illustrated in Figure 7.13.1 all MCData user storage areas are accessed only through the common root. The authorized MCData user shall only have the access to the MCData user’s storage area after the successful authentication and authorization procedures. A MCData user shall not be able to access objects stored for other MCData users.
The MCData user shall manage his stored objects using message store client through the MCData-7 reference point. The MCData server shall use the MCData-8 reference point to deposit MCData communication information, during an active MCData communication, into the designated MCData user’s storage area in the MCData message store.
NOTE: 
The details of how the objects are stored in the MCData message store is out of scope of the present document.
7.13.2 
Authentication and authorization

The MCData message store shall authenticate the credential of MCData server or the authorized MCData user before authorizing access to the MCData user’s storage area. The success of authentication and authorization shall allow access to that MCData user’s storage area only.
NOTE:
The authentication and authorization aspects of MCData message store access and its operational supports are the responsibility of SA3 and thus outside the scope of the present document.
7.13.3 
Manage MCData message store
7.13.3.1 
Information flows for managing MCData message store 
7.13.3.1.1 
MCData retrieve a stored object request
Table 7.13.3.1.1-1 describes the information flow for the MCData retrieve a stored object request sent from the message store client to the MCData message store.
Table 7.13.3.1.1-1: MCData retrieve a stored object request
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Object identifier
	M
	The object identifier of the object stored in the MCData message store


7.13.3.1.2
MCData retrieve a stored object response

Table 7.13.3.1.2-1 describes the information flow for the MCData retrieve a stored object response sent from the MCData message store to the message store client.

Table 7.13.3.1.2-1: MCData retrieve a stored object response
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Stored object
	M
	The stored object identified by the object identifier in the request. This information element shall be returned as empty when there is no stored object can be identified by the object identifier in the request


7.13.3.1.3
MCData search stored objects request

Table 7.13.3.1.3-1 describes the information flow for the MCData search stored objects request sent from the message store client to the MCData message store.

Table 7.13.3.1.3-1: MCData search stored objects request
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Search criteria
	M
	Any part of the stored object can be the search criteria. Linking multiple parts of a stored object as the search criteria is possible


7.13.3.1.4
MCData search stored objects response

Table 7.13.3.1.4-1 describes the information flow for the MCData search stored objects response sent from the MCData message store to the message store client.
Table 7.13.3.1.4-1: MCData search stored objects response
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Stored object(s)
	M
	The stored object(s) that meets the search criteria. This information element shall be returned as empty when there is no stored object can be identified by the search criteria in the request


7.13.3.1.5
MCData update a stored object request

Table 7.13.3.1.5-1 describes the information flow for the MCData update a stored object request sent from the message store client to the MCData message store.

Table 7.13.3.1.5-1: MCData update a stored object request
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Object identifier
	M
	The object identifier of the object stored in the MCData message store

	Metadata
	M
	The medata that will be updated


7.13.3.1.6
MCData update a stored object response

Table 7.13.3.1.6-1 describes the information flow for the MCData update a stored object response sent from the MCData message store to the message store client.

Table 7.13.3.1.6-1: MCData update a stored object response
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user storage area in the MCData message store

	Result 
	M
	The result if the update is success or failure


7.13.3.1.7
MCData delete a stored object request

Table 7.13.3.1.7-1 describes the information flow for the MCData delete a stored object request sent from the message store client to the MCData message store.

Table 7.13.3.1.7-1: MCData delete a stored object request
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Object identifier
	M
	The object identifier of the object stored in the MCData message store


7.13.3.1.8
MCData delete a stored object response
Table 7.13.3.1.8-1 describes the information flow for the MCData delete a stored object response sent from the MCData message store to the message store client.


Table 7.13.3.1.8-1: MCData delete a stored object response

	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user storage area in the MCData message store

	Result 
	M
	The result if the delete is success or failure


7.13.3.1.9
MCData synchronization request

Table 7.13.3.1.9-1 describes the information flow for the MCData synchronization request sent from the message store client to the MCData message store.

Table 7.13.3.1.9-1: MCData synchronization request
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Synchronization type
	M
	Indicates the type of synchronization is requested. It can be a full or partial synchronization

	Filter criteria (see NOTE)
	O
	The filter criteria indicate what knid of stored objects needs to be synchronized to the device local message store

	NOTE:

Filter criteria information element shall be presented if the Synchronization type is partial.


7.13.3.1.10
MCData synchronization response

Table 7.13.3.1.10-1 describes the information flow for the MCData synchronization response sent from the MCData message store to the message store client.

Table 7.13.3.1.10-1: MCData synchronization response
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Stored objects
	M
	The stored objects that need to be synchronized with the device local message store. Empty information element means no stored objects need to be synchronized


7.13.3.1.11
MCData create a user account request

Table 7.13.3.1.11-1 describes the information flow for the MCData create a user account request sent from the MCData server to the MCData message store.

Table 7.13.3.1.11-1: MCData create a user account request
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 


7.13.3.1.12
MCData create a user account response

Table 7.13.3.1.12-1 describes the information flow for the MCData create a user account response sent from the MCData message store to the MCData server.

Table 7.13.3.1.12-1: MCData create a user account response
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Result 
	M
	The result if the account creation is success or failure


7.13.3.1.13
MCData deposit an object request

Table 7.13.3.1.13-1 describes the information flow for the MCData deposit an object request sent from the MCData server to the MCData message store.

Table 7.13.3.1.13-1: MCData deposit an object request
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Object
	M
	The object needs to be stored


7.13.3.1.14
MCData deposit an object response

Table 7.13.3.1.14-1 describes the information flow for the MCData deposit an object response sent from the MCData message store to the MCData server.

Table 7.13.3.1.14-1: MCData deposit an object response
	Information element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user 

	Object Identifier
	M
	The object identifier that will be used to retrieve this object in the MCData message store directly. If this information element is empty it means the object is not stored


7.13.3.2 
Retrieve a stored object
7.13.3.2.1 
General
A stored object can be retrieved from the MCData message store with the known object identifier that is generated by the MCData message store when the object was deposited.
7.13.3.2.2
Procedure
The procedure in figure 7.13.3.2.2-1 describes the case when a message store client retrieves a stored object from the MCData message store using the known object identifier.
Pre-conditions:

1. A successful authentication and authorization have been performed between the message store client and the MCData message store.
2. The message store client knows the object identifier of the stored object.
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Figure 7.13.3.2.2-1: Retrieve a stored object
1. The message store client would like to retrieve a stored object from the MCData message store and initiates a MCData retrieve a stored object request toward the MCData message store. The uniqe object identifier of the stored object is included in the request.
2. The MCData message store returns the stored object that is identified by the object identifier in the MCData retrieve a stored object response.
7.13.3.3 
Search stored objects
7.13.3.3.1 
General

The message store client can search stored objects in the MCData message store with certain criteria. This procedure allows the message store client to look for stored object(s) without knowing the object identifier(s) of the object. This procedure also allows the message store client to retrieve stored objects that are related to each other; such as all messages and files exhcnaged in a conversation.
Editor’s Note: It is FFS if an authorized user can search the entire MCData message store for relevant objects.
7.13.3.3.2
Procedure

The procedure in figure 7.13.3.3.2-1 describes the case when a message store client searches and retrieves relevant stored objects from the MCData message store.
Pre-conditions:

1. A successful authentication and authorization have been performed between the message store client and the MCData message store.
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Figure 7.13.3.3.2-1: Search stored objects

1. The message store client would like to retrieve stored objects that meet certain criteria (such as with the same Conversation identifier) and initiates a MCData search objects request toward the MCData message store. The search criteria are included in the request.

2. The MCData message store looks up all stored objects that meet the search criteria and returns them in the MCData search objects response.
7.13.3.4
Update a stored object
7.13.3.4.1 
General

The message store client can update the metadata of a stored object (such as mark a stored object as “flagged”). 

7.13.3.4.2
Procedure

The procedure in figure 7.13.3.4.2-1 describes the case when a message store client updates metadata of a stored object in the MCData message store.

Pre-conditions:

1. A successful authentication and authorization have been performed between the message store client and the MCData message store.
2. The message store client knows the object identifier of the stored object.
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Figure 7.13.3.4.2-1: Update a stored object
1. The message store client would like to update the metadata of a stored object (such as “flagged”) and initiates a MCData update a stored object request toward the MCData message store. The stored object’s object identifier and the updated meta data are included in the request.

2. The MCData message store locates the stored object with the object identifier and updates its metadata as carried in the MCData update a stored object request and communicates the result in the MCData update a stored object response.
7.13.3.5 
Delete a stored object
7.13.3.5.1 
General

The message store client of an authorized user can delete a stored object in the MCData message store.
Editor’s Note:  It is FFS how to allow an MCData user to freely manage his own storage area and still can keep a complete copy of the MCData communication officially. Also, if there is a need of a user configuration parameter and how that will be added to the tables in A.3 is FFS.
7.13.3.5.2
Procedure

The procedure in figure 7.13.3.5.2-1 describes the case when a stored object in the MCData message store is deleted by the message store client of an authorized MCData user.
Pre-conditions:

1. A successful authentication and authorization have been performed between the message store client and the MCData message store.
2. The message store client knows the object identifierof the stored object.
3. The MCData user is authorized to delete the stored object.
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Figure 7.13.3.5.2-1: Delete a stored object
1. The message store client would like to delete a stored object in the MCData message store and initiates a MCData delete a stored object request toward the MCData message store. The stored object’s object identifier is included in the request.

2. The MCData message store locates the stored object with the object identifier and permanently removes it from the MCData message store. It then communicates the result in the MCData delete a stored object response.
7.13.3.6 
Synchronization
7.13.3.6.1 
General

The message store client can synchronize its local message store with the MCData message store. Different level of synchronization shall be supported with a filter in the request. 

7.13.3.6.2
Procedure

The procedure in figure 7.13.3.6.2-1 describes the case when a message store client synchronizes its local message store with the MCData message store for a MCData user.

Pre-conditions:

1. A successful authentication and authorization have been performed between the message store client and the MCData message store.
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Figure 7.13.3.6.2-1: Synchronization
1. The message store client would like to synchronize its local message store with the MCData message store. It initiates the MCData synchronization request toward the MCData message store. The synchronization type and optional filter criteria are included in the request to indicate the type of synchronization (such as full synchronization, partial synchronization etc.) is requested.
2. The MCData message store returns all the stored objects, based on the synchronization filter criteria, to the message store client in the MCData synchronization response.
7.13.3.7 
Create a user account
7.13.3.7.1 
General

When the MCData server is ready to deposit an object into the MCData user’s storage area in the MCData message store the MCData user’s storage area (i.e. user account) needs to be created already. If the user account is not created, the MCData server shall create the user account (i.e. allocate the MCData user’s storage area in the MCData message store) first and then deposit the subsequent MCData communications. 
NOTE: 
Another possible way to create a user account on the MCData message store is through service provisioning which is out of the scope of the present document.
7.13.3.7.2
Procedure

The procedure in figure 7.13.3.7.2-1 describes how the MCData server creates a user account (allocate MCData user storage area) in the MCData message store.

Pre-conditions:

1. A successful authentication and authorization hves been performed between the MCData server and the MCData message store.
2. No storage area in the MCData message store has been allocated for the MCData user; i.e. no user account has been created.
3. The MCData server is authorized to create user accounts on the MCData message store.
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Figure 7.13.3.7.2-1: Create a user account
1. The MCData server would like to create a MCData user account in the MCData message store to store the MCData communication for that MCData user and initiates a MCData create a user account request toward the MCData message store. The MCData ID of the MCData user is included in the request.

2. The MCData message store creates a user account (i.e. allocate dedicated and secured storage area) for the MCData user as specified in the request and communicates the result back to the MCData server in the MCData create a user account response.
7.13.3.8 
Deposit an object

7.13.3.8.1 
General

MCData server needs to store the communication information (i.e. an objcct) for a MCData user during an active MCData communication.

7.13.3.8.2
Procedure

The procedure in figure 7.13.3.8.2-1 describes how the MCData server deposit an object into the MCData message store during an active MCData communication.

Pre-conditions:

1. A successful authentication and authorization has been performed between the MCData server and the MCData message store.
2. The MCData user has been allocated a secured storage area in the MCData message store.
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Figure 7.13.3.8.2-1: Deposit an object
1. The MCData server would like to deposit a MCData communication information (i.e. object) to the MCData user’s storage area in the MCData message store and initiates a MCData deposit an object request toward the MCData message store. The object is constructed by the MCData server and is included in the request.

2. The MCData message store deposits the object into the MCData users’s storage area and communicates the result back to the MCData server in the MCData deposit an object response. The object identifier for the stored is returned in the MCData deposit an object response.
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